XSS Juice Shop
Lab

-

CYB=R.ORG
-— L ]

THE ACADEMIC INITIATIVE OF THE CYBER INNCVATION CENTER



XSS Juice Shop Materials

* Materials needed
 Kali Virtual Machine (with Juice Shop)

e Software Tool used
 Juice Shop

» Follow the Juice Shop Setup Lab if not previously installed/available on your VM
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Objectives Covered

« Security+ Objectives (SY0-701)
* Objective 2.3 - Explain various types of vulnerabilities.

* Web-based
» Cross-site scripting (XSS)
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What is a Cross-Site Scripting Attack?

* Inserting scripts (usually JavaScript) into a
pages' HTML to bypass server access
controls

* Can be used to access data that should be
hidden on a webpage
« Why is this dangerous if the user is privileged?

T X

I L security=low; PHPSESSID=1867e9f12ff6dcfd6 1e65b30540b4e47

S

-—
CYB=R.ORG
-— L]

THE ACADEMIC INITIATIVE OF THE CYBER INNOVATION CENTER



XSS Juice Shop Lab Overview

Set up environment
Access Juice Shop website
XSS Tier 1

XSS Tier 2
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Set up Environment

* Log into your range

* Open the Kali Linux Environment
* You should be on your Kali Linux Desktop
* Open a Terminal
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Access Juice Shop Website

* Navigate to the juice-shop directory and start npm
* cd juice-shop
* npm start

* Open Firefox and navigate to localhost:3000
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Access Juice Shop Website

* Click on Account and then Login

* Log in as the admin user
« Username: ' OR TRUE -- Login
« Password: 111

'OR TRUE —

€
@ Account W Your Basket

— — : ®  admin@juice-sh.op
Please Note: This is a SQL Injection to log in as
the admin account. The SQL Injection lab goes

. . . Orders & Payment »
into more details on how this works @

e Privacy & Security »

Click on the Account O Logout
option to verify that you
are logged in as the
admin account
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XSS Tier 1

* Here we want to test if we can inject HTML into the web
page. Click the magnifying glass and search for the
following:

pineapple juice

 Then, enter a line of HTML.:
<hl>This is a test</hl>

“ OWASP Juice Shop
<hl>This is a test</hl> X B A

Search Results -

Please Note: This verifies This is a test
that we can inject HTML
scripts into the webpage

Notice, that the HTML code
appears as the header
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XSS Tier 1

* Insert the following code into the Juice Shop search
bar:
<iframe src="javascript:alert(‘'xss’)">

Verify that the alert
‘xss’ appeared on the
screen
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XSS Tier 1

« Modify the alert that appears on the screen
<iframe src='"javascript:alert (‘ALERT ALERT’) ">

ALERT ALERT

Verify that the new alert ‘ALERT
ALERT appeared on the screen
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XSS Tier 2

* Create a new user
 Log out of the admin account

* Click Account and then Login
» Scroll to the bottom and select “Not yet a customer?”

Click on “Not yet a customer?”
to create a new account

(G Log in with Google

Not yet a customer?
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XSS Tier 2

* Fill out the form with any credentials
* |t is recommended not to use a real email account

* Then log-in using this new account

User Registration

Create a fake
account

Then log into the
new account
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XSS Tier 2

* Add Apple Juice to the basket

* Then, scroll to the top and click Your Basket
* Then click Checkout

You should notice an item has
been added to your basket

1
Q. @ Account W Your Basket &P EN

Your Basket (fakeaccount@pandamail.com)

With the apple juice in the Apple Juice (1000mi)

basket, select ‘Checkout’

Total Price: 1.99x
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XSS Tier 2

Click Add New Address

Enter a fake address

Click Submit

Select the address and then click Continue
Choose any delivery speed, then Continue.

Delivery Address

Select an address

Bob Huggins

+ Add New Address

Add New Address

UsA
Bob Huggins

1234567890

1600 Pennsylvania Ave, Washington

_ USA
D.C., Washington D.C., 20500

-—
CYB=R.ORG
-— L]

THE ACADEMIC INITIATIVE OF THE CYBER INNOVATION CENTER



XSS Tier 2

* Click Add New Card
« Add a (fake) credit card, select it, then click Continue

My Payment Options

FOEREE R 554 2 Bob Huggins

Add new card

 Place your fake order

Your order has been placed and is being processe el CliEEs

< for status updates on our Tr age. BDF,HUQQ"‘S
16( ennsylvania Ave
lashington D.C., 2

Phone Number 1234567890
Order Summary
t Price
Apple Juice (1000ml) 1.991
ltems
very 0.50%

Promotion 0.00%

Total Price 2.49x

You have gained 0 Bonus Points from this order! CY B -— R o R G
-
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XSS Tier 2

e Click Track Orders

You are going to alter the
URL
@ OWASP Juice Shop X
> C e

localhost
Kali Linux Kali Training Kali Tools

» Kali Docs

‘J OWASP Juice Shop

Kali Forums

NetHunter

GHDB || MSFU

| Offensive Security Exploit-DB

Q @ Accou

Search Results - 8ede-06ebcf2c03127e21

Expected Delivery

3 Days
A
Ordered products

Product Price S
Apple Juice

.99z
(1000ml) 1.99

Bonus Points Earned: 0
(The bonus points from this order will be added 1:1 to your wallet ®-fund for future purchases!)

You should see something
similar
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XSS Tier 2

 In the URL bar, replace everything after id= with

<iframe src="javascript:alert( xss')">

localhost:3000/#/track-result?id=<iframe src="javascript:alert(xss’)">

« Hit ENTER and then refresh the webpage

You should see the alert appear.
You might have to refresh the page!

These are ticks and not
apostrophes. The tick button is
located to the left of the “I” and

“1” button on the keyboard
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Defending Against a Cross-Site Scripting Attack

« Sanitize the inputs!
* Reject inputs that are not what the search was meant for
 NEVER trust user input — check it

« “Escape” the user’s input

Escaping the user’s input will not run the data as HTML
Will not interpret the HTML

This will just display whatever was typed as is

Will display characters as they are
» What is the importance of these characters: “<" and “>” in a XSS attack?

* What are some other ways of defending against a Cross-Site
Scripting attack?
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